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@  See Cadence Design Systems, Inc., Plaintiff, v. Syntronic AB, et al., Defendants, United States District
Court Northern District of California, Case No. 21 —cv—03610—SI (JCS), Order Denying Motion for Reconsidera-
tion, Re: Dkt. No. 137.
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@  See Andrew Keane Woods, Litigating Data Sovereignty, 128 Yale Law Journal, 328 —407(2018).
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®  See Jayne Rothman, Alison Wisniewsk, M. James Daley & Laura Clark, Stormy Digital Weather Ahead:
The Forecast for Cross— Border eDiscovery in the Context of Litigation and Regulatory Investigations, 7 International
In—House Counsel Journal, 1—15(2013).

©®  See Regulation (EU) 2023/1543 of the European Parliament and of the Council of 12 July 2023 on European
Production Orders and European Preservation Orders for Electronic Evidence in Criminal Proceedings and for the Exe-
cution of Custodial Sentences Following Criminal Proceedings, https://eur—lex.europa.eu/legal — content/ EN/TXT/
PDF/? uri=0]:JOL_2023_191_R_0002, 2024—02—03.

@  See Marcello Daniele, Evidence Gathering in the Realm of the European Investigation Order: From National

Rules to Global Principles, 6 New Journal of European Criminal Law, 180(2015).
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@  See Robert Barnes, Supreme Court to Consider Major Digital Privacy Case on Microsoft Email Storage, The
Washington Post (Oct. 16, 2017), https://www. washingtonpost. com/politics/courts _law/supreme — court — to —
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®  See Matter of Warrant to Search a Certain E— Mail Account Controlled and Maintained by Microsoft Corpo-
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®  See Chris Cook, Cross—Border Data Access and Active Cyber Defense: Assessing Legislative Options for a
New International Cybersecurity Rulebook, 29 Stanford Law & Policy Review, 205—236(2018).
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Abstract: The “data controller standard” forensic model uses the “actual controller of the
data” as the personal link to determine the jurisdiction over cross— border data, which points to
various types of offshore data controlled by cross—border network service providers that can be
used as evidence. This model is shifting cross—border data forensics from the principle of terri-
toriality , which is expressed in the form of “data localization”, to personalism, which takes “da-
ta controller” as the core jurisdictional element. Based on the characteristics of the “data control-
ler standard” forensic model, which is based on the mandatory access to data outside the country
directly from the data controller, this model is very likely to trigger a conflict of data sovereign-
ty between it and the “data localization standard” countries, including China. In addition, the
“data controller standard” forensic model contradicts China’s relevant procedural law and data
protection law, while China’s blocking law is not enough to deal with compulsory access to for-
eign data. Therefore, China can try to adopt the strategy of “mainly based on data localization
standard., supplemented by data controller standard”, and based on respecting sovereignty
difference and international comity, implement the principle of reciprocity based on a limited
number of data out of the country. At the same time, the blocking law should be brought into
full play to neutralize the adverse impact of the “data controller standard” forensics model on
China.

Key Words: data controller standard, cross— border forensics, data sovereignty, evidence

of discovery, blocking legislation
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