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@  See Matthias Bauer, et al, The Costs of Data Localisation, Friendly Fire on Economic Recovery, ECIPE Occasion-
al Paper No. 3/2014, p.8, https://ecipe.org/publications/dataloc/, 2019—12—12.

@  See Leviathan Security Group, Quantifying the Cost of Forced Localization, http://www.leviathansecurity.com/
cloudsecurity, 2019—12—12.

@  See United States International Trade Commission. Digital Trade in the U.S and Global Economies, Part 2, Au-
gust 2014, https://www.usitc.gov/publications/332/pub4485.pdf, 2019—12—12,

@  See Matthias Bauer, et al, The Costs of Data Localisation, Friendly Fire on Economic Recovery, ECIPE Occasion-
al Paper No. 3/2014,http://www.leviathansecurity.com/cloudsecurity,2020—01—08.

®  See Daniel Crosby, Analysis of Data Localization Measures Under WTO Services Trade Rules and Commitments.,
E15 Initiative, 2016, p.8; X1 4k « €25 458 KO8 i 2 M B W I 7E (R 55 T 5 B o) F i G 4397 ). (38 H 112018 4R 45 3
M.

®  See United Parcel Service of America v. Government of Canada, NAFTA(UNCITRAL), Award on the Merits,
24 May 2007.
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@  See Occidental Exploration & Prod. Co. v. Republic of Ecuador, London Court of International Arbitration, Case
No. UN 3467, Award, 1 July 2004.

@  See Methanex Corporation v. United States of America, NAFTA(UNCITRAL), Final Award, 3 August 2005.

@  See United Parcel Service of America v. Government of Canada, NAFTA(UNCITRAL), Award on the Merits,
24 May 2007.

®  See Marvin Roy Feldman Karpa v. United Mexican States, ICSID Case No. ARB(AF)/99/1, Award, 16 Decem-
ber 2002.

©® WA R A AL S SR R 5 1 BR ALY L (R B2 252016 455 9 1.

@  See S.D. Myers, Inc. v. Government of Canada, NAFTA(UNCITRAL) . Partial Award, 13 November 2000.

. 87 o



* B O = 2020 FEE 2 HI(AEE 196 HA)

SRR it 2 75 45 T A0 R 45 0% 5 A T S AR B R G ) B R s S — R R A R R S R AR Y AT
227 OCLLT fa R 3 SR 45 227 v JIT SR B0 “ AN 45 B DX 20 A v B0 2 38 O S 48 it 2 75 25 4b 17 4 D) 495 9
A A 3 N AS [ TR B X 4

R B A b AR i 2 5 SO 9 A D AFL i A A [ e L 3 B YR A 8 B [ e A A 4
AN BEE . © I TCUEHE b 7 AR T8 T SR 15 e 5 350 T A0 7 18 98 M LL T A B R B B8 Y sk 2 B
SE LLUTIE I 2R S ] 0 5006 A b Ak 35 T A 25 3 A0 T4 B8 38 5 A [ 450 9 3 A BU AR LG 18] 1 P 3, TR
BRBEAE IR A2 7 rp ISR AN B B DX 3 A v T DA A AR G ) 500 A b b 1 e R S 45 T A R 4R
HAR T A B9 3 5 8 OCHEAE T 25 S 10 & B . 7E 22 [0 B0H AR s A ST vk v B8 A Ak
T8 it O R 4 X LR A H AR RS A . BN IR B — BB R B A 1) (LA fRTARCAR 1) 55 45 (1)
SHIE A A BB A% i 2 R 22 B3 25 A8 I RE % A B B A e A R b i 5 = R B = Y
B X3 T8 4 2% B 7 i AN T AR AT A A B AL (AR B DER 45 (2) % 4k i X Ik B 2% 53 4 g AT BF A
— B F A N B P4 1 78 4 PR AR TR — 20 B i R, BIVIRR R 2 5 Sl o A — [ A R L
PR AL T LA DL % 2 75 I A S A B3R 8 3 94 T s 4% 240 90 VA — 1 XA B30 4 4 1) KO R e . 4
F 2020 4F 3 A LB Z R A IEAE 13 4N B A X A5 A 78 A 5 R0 © it /0 A 50 R X 500
S B S R AP S A S TG S8 5T SE < BT A T8 A R AP D ) R S T R I g e R
HSURITRR 52 2 R0 A 50 A b b o . @ T 3% K BA 2% B 4 BB A8 A 1 2 UL Al — L AR 5 diE 1 RE gL T AR K
P BR AR SRy — IR R H 05 AT IACh CA B) rh 06 A AN B0 2 074 5 36 8 Lo & B, ok i
TR B R 38 45 T A/ R 48 e A AR T A R A R R, A SR N I B A Ak ST R R 45
£ B A R T RT BB A B A A R B X gy T AN AR R [

3. fi4h
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@  See Marvin Roy Feldman Karpa v. United Mexican States, ICSID Case No. ARB(AF)/99/1, Award, 16 Decem-
ber 2002.

@  See Matthias Bauer, et al, The Costs of Data Localisation, Friendly Fire on Economic Recovery, ECIPE Occasion-
al Paper No. 3/2014, p.6.

@ X E A X AL A LB PR EE ISR B R RV LS R B AR VR B S S
PLEMEE, See https://ec.europa.eu/info/law/law— topic/data— protection/international — dimension— data— protection/
adequacy— decisions_en.,2019—12—12.

@  See W Kuan Hon and Christopher Millard, Control, Security and Risks in the Cloud, in Cloud Computing Law,
Christopher Millard eds., Oxford University Press, 2013, p.254.

®  See United Parcel Service of America v. Government of Canada, NAFTA(UNCITRAL), Award on the Merits,
24 May 2007 ; Pope &. Talbot, Inc. v. Government of Canada, NAFTA(UNCITRAL), Award on the Merits, 10 April 2001.

®  See Marvin Roy Feldman Karpa v. United Mexican States, ICSID Case No. ARB(AF)/99/1, Award, 16 Decem-
ber 2002.

@  See Pope & Talbot Inc. v. Government of Canada, UNCITRAL, Award on the Merits, 10 April 2001.
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@  See S.D. Myers, Inc. v. Canada, NAFTA (UNCITRAL), Partial Award, 13 November 2002.

@  See Ibrahim FI Shihata., Recent Trends Relating to Entry of Foreign Direct Investment, 9 ICSID Review—Foreign
Investment Law Journal, 55(1994).

®  See Kojo Yelpaala, Fundamentalism in Public Health and Safety in Bilateral Investment Treaties( PartIl ), 3 Asi-
an Journal of WTO &. International Health Law and Policy, 465—493 (2008) .

@  See Joel Trachtman, Cyberspace, Sovereignty, Jurisdiction, and Modernism, 5 Indiana Journal of Global Legal
Studiess 566 (1998).
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@  See Occidental Exploration and Production Company v. Republic of Ecuador, LCIA Case No. UN3467, Final A-
ward, 1 July 2004,

@  See Vishaka Ramesh, Data Protection Principles Around the World. Do They Violate International Investment
Law?, Vélkerrechtsblog, 8 October 2018, doi:10.17176/20181008— 111554 —0. {H{ [ % & ¥ B 75 « bR 35 /R 48 i i
o AT AR o 1R TR R R X — W S B 4T T 3R . See Tuchtfeld and Lars Borchardt, Why International Investment Law is
not violated by the GDPR, Vélkerrechtsblog, 5 November 2018, doi:10.17176/20181106—100851—0,2019—12—12.

@  See Charles H. Brower, Investor— State Disputes under NAFTA: The Empire Strikes Back, 40 Columbia Journal
of Transnational Law, XI, 2001; Rudolf Dolzer, Fair and Equitable Treatment: A Key Standard in Investment Treaties, 39
The International Lawyer, 91(2005).

@ ZWARZER AT 52 IERFBARAE B BREE T Py 78 £ 4050770 CBUAR L 292008 AR5 5 .

®  See Mark Kantor, Fair and Equitable Treatment: Echoes of FDR ’s Court— Packing Plan in the International Law
App roach towards Regulatory Expropriation, 5 The Law &. Practice of International Courts and Tribunals, 238 — 245

(2006).
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@  See L. F. H. Neer and Pauline Neer (U.S.A.) v. United Mexican States, United — Mexico Claims Commission,
Decision (15 October 1926), Reports of International Arbitral Awards, Vol.IV ,United Nations, 2006, pp.61—62.

@ BRI RIS N TE R Y T R Bl ) S T AT SR ) (2 K D2007 4E5E 6 M,

@  See Stephen Fietta, Expropriation and the Fair and Equitable Standard: The Developing Role of Investors Expecta-
tions in International Investment Arbitration, 23 Journal of International Arbitration, 375 (2006).

®  See Saluka Investments B.V. v. The Czech Republic, UNCITRAL, Partial Award, 17 March 2006.

©®  See Metaclad Corporation v. The United Mexico States, ICSID Case No. ARB(AF)/97/1, Award, 30 August
2000,

@  See Técnicas Medioambientales Tecmed, S.A. v. United Mexican States. ICSID Case No. ARB(AF)/00/2, 29
May 2003.

®  See LG&.E Energy Corp., LG&.E Capital Corp. and LG&E International Inc. v. Argentine Republic, ICSID Case
No.ARB/02/1, Decision on Liability, 3 October 2006.

@  See Enron Corporation and Ponderosa Assets, L.P. v. Argentine Republic, ICSID Case No.ARB/01/3, Award, 22
May 2007.

@®  See Técnicas Medioambientales Tecmed, S.A. v. United Mexican States. ICSID Case No. ARB(AF)/00/2, 29
May 2003; PSEG Global Inc. & etc v. Republic of Turkey, ICSID Case No. ARB/02/5, Award, 19 January, 2007.

@  See Waguih Elie George Siag & Clorinda Vecchi v. Arab Republic of Egypt, ICSID Case No. ARB/05/15, Award,
1 June 2009.

« 9]



* B O = 2020 FEE 2 HI(AEE 196 HA)

Ab . lan, e e AT — RS0 GE 452 4 RUBOIE 2 A i AL L 2019 AR 4% B k)l
o, b i TiE 28 A M b i 8ok . 5k RIEE, 2018 4F 12 A M /E Ml il i IERE B T(4&
T 5 1 20 8 RS G R P ) (DL R IR IR SC R e ) o SR, CEK P G R B )2 14 3 W] B
FE PR B B0 A FR I 2l 00 B A D ) O HL AR 1k R B 7 s O AR D A CRRCRE OG FR B ) 5L 4
itk AT BT 251 . EF R CRRRE 56 R P e )5 GEURE N 2% 28 4 1 )P A8 S — S0, B RS 76 A Pk PE
KRUE DI T — RPN P2 M AECIKRESC R B VA R0 5 AF P, B g 415 28 At B 5% 7 A3 55
LAAID A LA A 14(18) 4% 1Y 4 Ui fift AL X FEAR R 4 0 . AR B 38 45 52 KL H AR il
BV % B 5 R LA SR R E CRK P R B E ) AE B 5 AE P AS BT R R 0B S (PR RS R E DS
4D 2R 14(13) BT A5t LB it . © AR 3l 2% 29 W 201 5 <1 B4 IR o 32k 6 AR T 2R T 0 A
i 74 iy A 7 32 0 H R 96 A 5 HE [ PR 2% 24 S0 55 A — b L 5 D00 AT A T B A A B0 A A R

(O BHE A Mk 5 1 2 72 )7 J 0

TE YR e T U)X R T R O T AR TR A E A R, ik — R 5 4 W ik e i L ©
B4, 2012 AECE R IGH BRI ETEA )R 5 505 2 3K a OB A 523 1E 15 38 60 P4 T80 BB b “ 45 A 15
i 2 A2 0] =5 R AT B RIE AR T T 4 T AR A T B 32 L A R B T A A OE YRR DR ) BT 5K 1) )
BNIEM X557, — S [ 5100 B vk oA E 2 8 5 IR 0 B AH DG e , HLBESR ARG B N A A BRI
B} 20 P B BB B SR . B, T JR SCRN 4T R RT SOk B N 487 O Ah R R A RE L [ PN ik e 0 2
AR BRBE A B VR I R I R I S AR BRSSO AR b AR ST s AR AL GE T IE AR 1) R
Teis e, man, R E (42T, T 2017 48 6 H 1 H IF 3 S22 77 5 FlR 45 42 4> o 25
Ik GRAT) VLA I FRCH 28 I3k GRAT) ) o AE AR 4% 28 3 VR #h 78 . (A& 0 ik GRAT) )R 14
S0 0 I 45 7 5t R R 55 AR R T RO Ak A L RIVEE AR B = O WA B T Al A 2R AN IE A5 L
] [ X 2% A o A I AT AR

WA TE Y 78 7 5 D) 2 SR AR T TR 2 RO 4 T 4R 0 3 00 R A DU B T 3 AR A O 4 T R T
VRIS o © BRGNP B R A 6 A J DN, 00908 A A 57 325 RO 1S JE W R T . (R TR
5 Bl 25 7 A RIAS W BRI 1 R R S P B A A i TT R S B AR I R R AR R RCR . AN (R
HRFR 242 35 )V ER BT A AF AR D 1A A NBUIE i 505 12 B i e 0 TR P Wi N . © IR T
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@  See Lexology: Vietnam has Ratified the CPTPP, https://www.lexology.com/library/detail.aspx? g=adb9dec6 —
e374—452f—a65a—873¢c18517799, 2019—12—12.

@  See Waguih Elie George Siag & Clorinda Vecchi v. Arab Republic of Egypt, ICSID Case No. ARB/05/15, Award,
1 June 2009.

®  See Cervin Investissements S.A. and Rhone Investissements S.A. v. Republic of Costa Rica, ICSID Case No. ARB/
13/2, 1 December 2014.

@  See Metalclad Corporation v. United Mexican States, ICSID Case No. ARB(AF)/97/1, Award, 30 August 2000;
Middle East Cement Shipping and Handling Co. S.A. v. Arab Republic of Egypt. ICSID Case No. ARB/99/6, Award, 12
April 2002.

®  See Federal Law No. 242—FZ of Russia, http://pravo.gov.ru:8080/page.aspx? 112453, 2019—12—12.
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@  See The Ministry of Communications and Mass Media (Minkomsvyaz) ;: Clarification of Russia’s New Data Locali-
zation Requirements, https://digital.gov.ru/ru/personaldata/ # 1438546984884, 2019—12—12.

@  See Vishaka Ramesh, Data Protection Principles Around the World: Do They Violate International Investment
Law?, Volkerrechtsblog, 8 October 2018, doi:10.17176/20181008—111554—0, 2019—12—12.

@ See Zeyad A. Alqurashi, Indirect Expropriation in the Field of Petroleum, 5 The Journal of World
Investment& Trade, 902(2004).

@  See George C. Christie, What Constitutes a Taking of Property Under International LLaw. British Yearbook of In-
ternational Law, 307(1962); Rudolf Dolzer, Indirect Expropriations: New Developments?, 11 New York University Envi-
ronmental Law Journal, 79(2003).

®  See Azurix Corp. v. Argentine Republic ,ICSID Case No. ARB/01/12, Award, July 14, 2006.

©® See LG&.E Energy Corp., LG&.E Capital Corp. and LG&.E International Inc. v. Argentine Republic ,ICSID Case
No. ARB/02/1,Awrad,July 25, 2007,
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@  See Andrew D. Mitchell and Jarrod Hepburn, Don’t Fence Me in: Reforming Trade and Investment Law to Better
Facilitate Cross— Border Data Transfer, 19 The Yale Journal of Law and Technology. 222 (2017) ; Graham Greenleaf, The
TPP &. Other Free Trade Agreements: Faustian Bargains for Privacy?, UNSW Law Research Paper No. 2016 —08, 14 Feb-
ruary 2016, p.13.

@  See Fortune, These U.S. Media Sites Have Gone Dark in Europe as New GDPR Rules Kick In, http://fortune.
com/2018/05/25/GDPR— us— media— sites— not— accessible/, 2019—12—12.

®  See The Wall Street Journal, Google Fined $ 57 Million in Biggest Penalty Yet Under New European Law, ht-
tps://www.wsj.com/articles/google—fined— 57 — million—by— french— regulator— 11548085558, 2019—12—12.

@  See CNN, These Companies Are Getting Killed by GDPR, https://money.cnn.com/2018/05/11/technology/gdpr
—tech— companies—losers/index.html, 2019—12—12.

®  See TC, Instapaper on Pause in Europe to Fix GDPR Compliance “Issue”, https://techcrunch.com/2018/05/24/
instapaper—on— pause—in— europe— to— fix— gdpr— compliance—issue/, 2019—12—12,

©  See Saluka Investments BV (The Netherlands) v. Czech Republic, UNCITRAL, Partial Award, 17 March 2006 ;
BG Group Ple. v. Republic of Argentina, UNCITRAL., Award, 24 December 2007; Invesmart, B.V. v. Czech Republic,
UNCITRAL, Award, 26 June 2009; Les Laboratoires Servier, S.A.S., Biofarma, S.A.S. and Arts et Techniques du Pro-
gres S.A.S. v. Republic of Poland, UNCITRAL, Award, 14 February 2012.
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@  See China — Measures Affecting Trading Rights and Distribution Services for Certain Publications and Audiovisual
Entertainment Products, WT/DS363/AB/R, Report of the Appllate Body, 21 December 2009.

@  See Andrew D. Mitchell & Jarrod Hepburn, Don’t Fence Me in: Reforming Trade and Investment Law to Better
Facilitate Cross— Border Data Transfer, 19 The Yale Journal of Law and Technology, 190 (2017) ; Rolf H. Weber & Rainer
Baisch. Revisiting the Public Moral/Order and the Security Exception under the GATs, 13 Asian Journal of WTO &. Inter-
national Health Law and Policy, 375 (2018).

®  See Shi Hao, Liu Fei & Wang Jianhua, Commentary: China’s Internet Regulation Not Trade Barrier, 14 April
2016, https://en.imsilkroad.com/p/56493.html? catid=552,2019—12—12.

@ SRR R 15 715 5 05 S0 BE 18] B AR WL A S KA D L (PR BRTE HEITF IR ) 2008 4R 56 6 .

®  See W Kuan Hon and Christopher Millard, Control, Security and Risks in the Cloud, in Cloud Computing Law,
Christopher Millard eds., Oxford University Press, 2013, p.22.

©® See W Kuan Hon and Christopher Millard, How Do Restrictions on International Data Transfers Work in
Clouds?, in Cloud Computing Law, Christopher Millard eds., Oxford University Press, 2013, p.275.

@  Sece Patrick S. Ryan, Sarah Falvey & Ronak Merchant, When the Cloud Goes Local: The Global Problem with
Data Localization, 46 Computer, 56 (2013).

®  See Jatinder Singh, Jean Bacon, Jon Crowcroft, Anil Madhavapeddy, Thomas Pasquier, W Kuan Hon and Chris-
topher Millard, Regional Clouds: Technical Considerations, Technical Paper No. UCAM—CL—TR—863, Computer Labo-
ratory, University of Cambridge, 2014, pp.13—14.
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@®  See W Kuan Hon and Christopher Millard, Control, Security and Risks in the Cloud, in Cloud Computing Law,
Christopher Millard eds., Oxford University Press, 2013, p.22.

@  See John Selby, Data Localization Laws: Trade Barriers or Legitimate Responses to Cybersecurity Risks, or
Both?, 25 International Journal of Law and Information Technology, 215—217(2017).

@  See American Chamber of Commerce in China, Protecting Data Flows in the US— China Bilateral Investment
Treaty, April 2015, p.3, https://www.amchamchina.org/policy—advocacy/policy— spotlight/data— localization, 2019—12
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@  See Ekran Berhad v. People’s Republic of China ,ICSID Case No. ARB/11/15; Ansung Housing Co., Ltd. v. Peo-
ple’s Republic of China ,ICSID Case No. ARB/14/25, Award,March 9 ,2017; Hela Schwarz GmbH v. People’s Republic of
China ,ICSID Case No. ARB/17/19, Procedural Order No. 2 , August 10, 2018.
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content_2007537 . htm,2019—12—12,

@  See Qianwen Zhang. Opening Pre — establishment National Treatment in International Investment Agreements:
An Emerging “New Normal” in China?, 11 Asian Journal of WTO &. International Health Law and Policy, 437 —476
(2016).
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