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@  See Microsoft v. United States, 829 F. 3d 197 2d Cir. (2016).
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@  See Anthony J. Colangelo, What Is Extraterritorial Jurisdiction, 99 Cornell Law Review, 1303 (2014);
Danielle Ireland— Piper, Extraterritorial Criminal Jurisdiction: Does the Long Arm of the Law Undermine the Rule of
Law, 13 Melbourne Journal of International Law, 122 (2012).

Widener, J., Concurring, NMS Servs. Inc. v. The Hartford, 62 F. App’x 511, 514—15 4th Cir. (2003).
See Landmark Am. Ins. Co. v. Gulf Coast Analytical Labs., Inc., WL 1094761 M.D. La. (2012).

See Ward Gen. Ins. Servs. Inc. v. Emp’rs Fire Ins. Co., 7 Cal. Rptr. 3d 844, 851 Ct. App. (2003).

See Petition for a Writ of Certiorari at 13— 14, United States v. Microsoft Corp., 138 S. Ct. 1186 (2018).
See ClearCorrect Operating, LLC v. International Trade Commission, 819 F.3d 1286 —1289 (2016).
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@  See Promoting Public Safety, Privacy, and the Rule of Law Around the World: The Purpose and Impact of
the CLOUD Act, White Paper, April 2019.

@  See Promoting Public Safety, Privacy, and the Rule of Law Around the World: The Purpose and Impact of
the CLOUD Act, White Paper, April 2019.
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@  See Peter Swire and Justin D. Hemmings, Mutual Legal Assistance in an Era of Globalized Communications:
The Analogy to the Visa Waiver Program, 71 New York University Annual Survey of American Law, 695 (2017) .

@  See Treaty between the United States of America and the Swiss Confederation on Mutual Assistance in Crim-
inal Matters, U.S.— Switz., May 25, 1973, 27 U.S.T. 2019, T.I.A.S. 8302.

®  See Alan Z. Rozenshtein, Surveillance Intermediaries, 70 Stanford Law Review, 99 (2018).
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@  See Alan Z. Rozenshtein, Surveillance Intermediaries, 70 Stanford Law Review, 99 (2018).

@  See OECD, The Role of Internet Intermediaries in Advancing Public Policy Objectives, OECD Publishing,
2011, p.11.

®  See OECD, The Role of Internet Intermediaries in Advancing Public Policy Objectives, OECD Publishing,
2011, p.11.

@  See OECD, The Economic and Social Role of Internet Intermediaries, OECD Publishing, April 2010, p.9.

®  See Walker v. SW.LF.T. SCRL, 491 F. Supp. 2d 781, 785—86 (2007).

®  See Steven Bellman et al., International Differences in Information Privacy Concern: Implications for the
Globalization of Electronic Commerce, 31 Advances in Consumer Research, 362 (2004).

@  See Craig T. Beling, Note, Transborder Data Flows: International Privacy Protection and the Free Flow of
Information, 6 Boston College International and Comparative Law Review, 591 (1983) .

®  See Paul Schiff Berman, Legal Jurisdiction and the Deterritorialization of Data, 71 Vanderbilt Law Review,

179(2018).
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@  See Data Stored Abroad: Ensuring Lawful Access and Privacy Protection in the Digital Era: Hearing Before
the H. Comm. on the Judiciary, 115th Congress (2017).
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®  See Vinod Sreeharsha, Whats App Blocked in Brazil as Judge Seeks Data, New York Times, May 2 2016;
Song Jung—a, South Korean Police Raid Google Offices, Financial Times, August 11 2010.

@  See LICRA v. Yahoo!, Inc., TGI, Nov. 20, 2000.

®  See Yahoo!, Inc. v. LICRF, 169 F. Supp. 2d at 1194(2001).

®  See Google Inc. v. Equustek Sols. Inc., [2017]1 S.C.R. 824, 826 (Can.).

@  See Google Won a Default Judgment on the Grounds that the Canadian Order Violates Section 230 of the
Communications Decency Act. Equustek, 2017 U.S. Dist. LEXIS 206818.

See Google Spain SL. v. Agencia Espatiola de Proteccién de Datos (AEPD), Case C—131/12, EC]J, 2014,

@  See Google LLC, Successor in Law to Google Inc. v. Commission nationale de linformatique et des libertés

(CNIL), Case C—507/17, ECJ, 2019.
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Abstract: The United States has published laws to establish United States jurisdiction over
extraterritorial data in terms of data controllers, which turns the domination of American com-
panies in the global data field into extraterritorial jurisdiction of the United States. Although the
United States has set certain restrictions on extraterritorial jurisdiction, it cannot avoid conflicts
between its extraterritorial jurisdiction and the territorial jurisdiction of the state where the data
is located since those restrictions are largely a formality. It seriously threatens the data sover-
eignty of most countries including China. China shall also actively work with emerging countries
and developing states, in order to establish an international data cooperation mechanisms which
can countermeasure the United States data hegemony and promote international data govern-
ance. Meanwhile, China shall take measures to increase competitive of Chinese companies in the
global data market and their spirit of rule of law in order to truly reverse domination of United
States data power.

Key Words: data sovereignty, extraterritorial jurisdiction,prescriptive jurisdiction, enforce-

ment jurisdiction, intermediaries, controllers
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