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Abstract: Digitalization has greatly enhanced the value of public data in breadth and depth.,
forming a legal interest in public data that warrants protection under criminal law. China’s cur-
rent criminal law provides protection for public data in some degree, but specificity, comprehen-
siveness, and systematicity of protection are clearly insufficient. For this reason, absolute pro-
tection should be given to data related to national security, and relative protection should be giv-
en to data related to other national interest and social public interest; the protection model,
which includes multiple protection, specialized protection and incidental protection, should be a-
dopted; the crime of harming public data should be added to the crimes of harming national in-
terest and social public interest. The types of behavior for this type of crime can be classified into
three categories: destructing public data, illegally using public data and not forming public data.
The basic offense of harming public data can be constructed as actual harm to public data, which
can only be constituted intentionally, belongs to minor offense, and the penalty can be regulated
imprisonment of up to 1 year with selected fine. The aggravated offense can be constructed as ac-
tual harm to national interest or social public interest, whose offence form includes negligence,
should be regulated two penalty grades according to different circumstances: imprisonment of
not less than 1 year but not more than 3 years with fine and imprisonment of not less than 3
years but not more than 7 years with fine.

Key Words: public data legal interest, digitization, criminal law protection, the crimes har-

ming public data
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