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Abstract : In the era of the digital economy, the legalization of cybersecurity risk governance
is an inevitable requirement for advancing the modernisation of the national governance system
and governance capabilities. Insurance is becoming an increasingly important tool for cybersecu-
rity risk governance while also achieving the dispersion of cybersecurity risks. The theoretical
logic of cybersecurity risk insurance governance is based on the transformation of the traditional
governmental regulation model to the social self —regulation model and the expansion of the so-
cial governance functions of insurance. The organic connection between the contractualisation of
legal obligations, the privatization of rule — making, and the marketization of risk control to-
gether outline the practical logic of cybersecurity risk insurance governance. The difficulties
faced by cybersecurity risk insurance governance are mainly due to the lack of an insurance gov-
ernance system framework, insufficient supply of norms, and a lack of interconnection of risk
information. A dual collaborative governance structure combining government and market has
become the preferred paradigm for cybersecurity risk insurance governance. In the future, in ad-
dition to improving the institutional framework for cybersecurity risk insurance governance,
supplementing the normative system for cybersecurity risk insurance governance, and strength-
ening the information interconnection for cybersecurity risk insurance governance, it is also nec-
essary to establish and improve regular reporting, peer review, and a fault tolerance mechanism
for cybersecurity risk insurance governance, with a view to promoting the rule of law in cyberse-
curity risk insurance governance.

Key Words: cybersecurity risk, insurance governance, cybersecurity insurance, cybersecu-

rity protection obligations
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