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(2021).
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European Tort Law, 135 (2022).
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(2022).

©®  See Stephan Mulders, The Relationship Between the Principle of Effective Under Art. 47 CFR and the Con-
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@  See Daniel J. Solove and Danielle Keats Citron, Risk and Anxiety: A Theory of Data Breach Harms, 96 Tex-
as Law Review, 765 (2018).
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Abstract: Data breach means that the victims not only have lost control over their personal
information, but also will suffer from future infringement risks in different ways and degrees.
What’s more, the negative mental reactions such as anxieties and fears associated with those
risks will disrupt the mental stability or peace that victims originally have. Since the authenticity
of future infringement risks is related to the existence and severity of emotional harms, the judi-
cial review of the authenticity of emotional harms should comply with two principles: Firstly, a-
dopting a high probability standard to evaluate future infringement risks suffered by data breach
victims; Secondly, adopting objective rationality standard rather than strictly verifiable standard
to interpret seriousness of emotional harms. focusing on reviewing the authenticity and reasona-
bleness of the emotional harms suffered by data breach victims. Meanwhile, compensation for
data breach victims’ emotional harms should be reasonably limited in order to avoid excessive
deterrence against information controllers.

Key Words: data breach, personal information, emotional harm, reviewing criteria
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